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TITLE:  INFORMATION SYSTEMS SECURITY ANALYST         GRADE: 413 

 

TITLE ABBREVIATION:  IS SEC ANAL          EEO CODE:  2                CODE:  A5723     

 

FLSA CODE:  EX       REVIEWED DIR HUMAN RESOURCES:                  DATE: 

                          

DIVISION:  CORPORATE SERVICES                                             DEPARTMENT:  INFORMATION SYSTEMS 

 

SUPVR’S TITLE:  IS SYSTEMS SUPV    APPRVD CEO/GM:                DATE: 

 

 

SUMMARY OF RESPONSIBILITIES:  This class is responsible for designing and implementing procedures and controls 

necessary to ensure and protect the safety and security of all PWC information systems assets, including prevention of 

intentional or inadvertent access, modification, disclosure, or destruction and for providing guidance and direction both 

within IS and among users for the physical protection of information systems assets, corporate information and intellectual 

property assets.  The IS Security Analyst, a highly skilled individual contributor position, must have a significant breadth and 

depth of expertise in information security as well as specialization in the research, development, implementation and 

administration of all the security components in the PWC computing environment. Operating under general supervision of 

the IS Systems Supervisor, the IS Security Analyst is responsible for planning/coordinating, and carrying out the details of 

the work.  Additional secondary responsibilities include, but are not limited to, project management and customer liaison.  

Extended and callback hours may be required.  Performs related work as required. 

 

The roles and responsibilities of this position may include any of the following: 

 Protects system by defining access privileges, control structures, and resources. 

 Initiates, facilitates, and promotes activities to create information security awareness within the organization. 

 Performs internal information security risk assessments and serves as an internal auditor for security issues. 

 Recognizes problems by identifying abnormalities or non-compliance; reporting violations. 

 Implements security improvements by assessing current situation; evaluating trends; anticipating requirements. 

 Determines security violations and inefficiencies by conducting periodic audits. 

 Manages upgrades to security system by implementing and maintaining security controls. 

 Keeps users informed of changes related to information security by preparing performance reports, email 

communication or other approved medium. 

 Develops and monitors current security dashboards and reports to determine when to update protection systems. 

 Protects data-in-transit and data-at-rest to ensure confidential information is not exposed intentionally or 

unintentionally. 

 Assists in the enforcement and auditing of Information Security procedures and guidelines.   

 

 

ESSENTIAL FUNCTIONS: 

 

1. Adheres to safety rules; no lost time accidents occur; 

2. Provides input into departmental/divisional objectives/long range plans; provides input into annual work plan/ 

programs, as appropriate;  

3. Creates/maintains an environment conducive to good employee/management relations; recognizes the rights/ 

position of employees; assumes responsibility for addressing problems affecting employee/management relations, 

with immediate supervisor; 

4 Assumes responsibility for personal productivity and quality of work; recognizes/communicates problems and 

suggests solutions to supervisor;  

5. Compiles data; prepares/submits accurate/timely reports, as assigned; maintains records;  

6. Maintains 98%, or greater, attendance percentage average for four (4) quarters of performance review period; 

7. Assumes responsibility for managing personal time/schedules/deadlines; advises supervisor of any conflict which 

may inhibit departmental obligations;  
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INFORMATION SYSTEMS SECURITY ANALYST:  continued 

8. Responds to customer’s (internal and/or external) concerns and complaints in a professional/timely manner; refers 

concerns/complaints to supervisor, when appropriate; maintains composure at all times; 

9. Interacts with other departments, divisions, and/or other utility agencies; assures information that affects other 

employees, departments, and/or divisions is communicated to the proper recipients, appropriately; 

10. Coordinates time off/time away from workstation, when possible, with immediate supervisor and co-worker, to 

minimize disruptions to the department. 

 

 

EQUIPMENT OPERATED:  Computer, communication equipment, and other network related equipment, as required. 

 

 

FULL PERFORMANCE KNOWLEDGE, SKILLS, AND ABILITIES:   
Demonstrated skill in implementing and maintaining data information systems; ability to  

research/develop/implement/maintain/administer PWC IS security systems that provide detection/ prevention/ 

containment/deterrence mechanisms to protect/maintain the confidentiality, integrity and availability of the IT 

infrastructure/network/ internet/ intranet/ E-mail/computer programs/data bases and data files from unauthorized or 

accidental duplication, modification or destruction; ability to effectively work with employees, supervisors and managers to 

develop/implement/maintain appropriate permission levels for accessing PWC information; ability to initiate specific 

organizational  recommendations for security and internal control improvements in accordance with PWC policies; ability to 

troubleshoot/diagnose/isolate/repair/maintain security related problems; ability to use logical deduction and make sound 

judgments; ability to communicate effectively, both orally and written; ability to 

research/plan/coordinate/schedule/project/and prioritize work; ability to prepare and maintain reports and records; ability to 

respond to multiple projects within acceptable time frames; a thorough knowledge of safety rules/regulations/ procedures, as 

applicable; ability to maintain effective working relationships with customers, the general public, all levels of employees, 

officials, and contractors. 

 

 

MINIMUM QUALIFICATIONS:   (either) 

 

(A) Graduation from a four (4) year accredited university/college with a Bachelor’s degree in business, computer science, or 

related field and a minimum of four (4) years of full time experience in Information Security; OR 

 

(B) Graduation from a two (2) year accredited university/college or technical institute with a degree/certification in business, 

computer science, or related field and a minimum of eight (8) years of progressively responsible experience as defined 

in (A) above. 

 

 

SPECIAL REQUIREMENTS:  Must possess either CompTIA Security+, SSCP, GSEC or GISF certifications or complete 

within twelve (12) months of employment.  Must possess and maintain a valid NC driver’s license. 

 

 

PHYSICAL REQUIREMENTS:  Must be able to perform the essential functions of the position. 

 

 

SAFETY HAZARDS:  Minimal. 

 

 

PROTECTIVE EQUIPMENT:  As required in the Public Works Commission’s Safety Manual 
 

 

 

 

 

 

 

 

 

 

 

EMPLOYER’S RIGHTS:  This job description is general and illustrative of the kind of duties required of this position.  It is not exhaustive and 

does not contain a detailed description of all the duties that may be assigned to the incumbent occupying this position. 
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